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Decoding the Al Hype: Reality vs. Buzz
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What’s a Generative LLM Al Model?

A Generative Large Language Model is a pretrained Al model that transforms the users text prompt into the
next likely text output.

“Explain how to observe Kubernetes with DT”

(&) Dynatrace provides end-to-end observability for Kubernetes environments without requiring changes to code,
container images, or deployments. It unifies telemetry data, including metrics, logs, and traces, into a single E]

platform, enabling real-time insights into cluster health, workload performance, and resource utilization.
Powered by Davis® Al, Dynatrace delivers automated anomaly detection, root cause analysis, and proactive Content Generation
) ) é issue resolution, ensuring optimal performance and reliability across Kubernetes stacks.
W=
s 4l 4 sources -

Al Model -

Summarization

® Problem Overview: P-251121

SR . . . . . Gl
“« . ” The issue identified as P-251121 pertains to the MyShop Mobile Android App, which experienced a crash. ——
Summarize Problem This problem affected 1 entity, specifically the Mobile App, MyShop. L= ‘
Translation
& 9
0-0-0
4 3
(= The cluster of 'Metwork’ related problems contains 200 individual occurances in the last 24 hours. conD
“Cluster Alarms” Classification
iz 4 4 sources v
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{ l\t_“;/J’
”Classify the User Comment (&) The user comment 'bad performance’ has a negative semtiment score of 4. Chathor
. atbots
Sentiment from 1 to 5” e 4 sources v
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What’s an Al Agent?

An Al agent is a software system that leverages Al to reason, plan, act, and adapt, with the goal of
completing tasks on behalf of humans and other systems.
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Agentic Al — The Rise of Model Context Protocol

- MCP (Model Context Protocol) is an open-source standard for connecting Al applications to external
systems. It’s the "USB-C for Al”.

2 , ,

Chat interface Model Context Protocol Data and file systems
Claude Desktop, LibreChat PostgreSQL, SQLite, GDrive
IDEs and code editors MCP Development tools
Claude Code, Goose Standardized protocol Git, Sentry, etc.
Other Al applications Productivity tools
5ire, Superinterface Bidirectional Bidirectional Slack, Google Maps, etc.
data flow data flow \ J

Al applications Data sources and tools



What'’s the Core of Agentic Al?

Goal

Learning & Refinement Loop

v
—> Al Model

Goal: Fix the Payment

Service!

Tools

Knowledge

Memory

— Plan

Execution

Result
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How Dynatrace is Delivering Value with Al?

Al Platform

OBSERVABILITY WITH Al

Causation & Automation

CONTEXT-DRIVEN, CAUSAL REASONING-BASED
REMEDIATION

Al Observability

OBSERVABILITY OF Al
Protecting Al Workloads

SUPPORT CUSTOMERS IN DELIVERING TRANSPARENT
& RESPONSIBLE Al SOLUTIONS
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Al-native platform

OUR FUTURE

Dynatrace is evolving into
an agentic Al platform

Built for observability, security, and business

Orchestrating Creating Al agents | | Collaborating with
internal and from app other
external Al agents functionality
’ / £




Agentic Al - Fundamentally Changes User Interaction

Example:

- Agentic Al breaks down silos! . _ _
User Interaction with Information Search

- Democratizes access to information.

- Removes barriers for non-tech roles. 8 — | websearch | —> Blog
Ask data questions.

Let Al configure something complex.

Vibe your own app, based on a use-case. Top 100 User-Agents

® Mozi..m/bot ® meta..wler)

® Mozil..botf) ® Mozil..lbot)

® Mozil..37.36 ® Mozil..37.36

® Mozil..37.36 ® Mozil..37.36
Stml)

Etc.

| @ Mozilla/5.0 Ap..openai.com/bot  15.15% 608

erf)

2? ® Mozil..chbot ® Mozil..bots)
33 ® Mozil..37.36 ® Mozil../bot/)
® Mozil...html) ® Mozi..yWing

® pytho..220 ® Mozil..37.36

@& Mozil..37.36 & Mozil..37.36

23 ® Mozil...com) ® Mozil..144.0
33 ® Acade..tu.lv) ® Mozil..chbot
245 ® Mozil...0.0.0 ® Mozil..37.36

® Mozil..wler) ® Mozil..37.36

® Mozil..37.36 ® Mozil..lebot)

@® Mozil..e04.1 @& Mozil...10.47

@& Mozil..37.36 @& Mozil..37.36

1 76 g5 s 116 ® Mozil.37.36 ® Mozil..37.36

Help formulate and test hypothesis. %g
—_— —> | s | —> —




Adopt Al to Deliver Value in the Users Own Context!

servicenow.

o . Now Assist
Introduction

Support Services Engil

Sammy

Topolog
8/
Dependencies

Customer Support Tickets

DevOps Engineer
Omar

SRE Incident Commander

4k, . \‘\?
GitHﬁ%opilot

Visual Studio Code

Software Developer
Dan

R&D Incident Analysis & Fix



Adoption of Al in Observability — Hype vs. Reality

- Provide value not just Al! ‘ ‘ -

- Evaluate the balance of value and risk. You never know who's

* Respect the hard facts. swimming naked until the
- Generative models hallucinate. tide goes out

- Generative models are not the cheapest option.

- Consider risk, security, and legal early. — Warren Buffett
- Risk class of use-cases
- Security & Privacy
« Copyright
« Incident responsibility

- etc.




One Al Platform to Safeguard your Digital Systems

Tech CxO
Eric

L &

Site Reliability Engineer
Rey

I
DevOps Engineer
Omar

status content

NONE, INFO, WARN, ERROR v contains v

Cloud Ops

Christina

Kubernetes

Davis® Al Clusters 5 Nodes 16 Namespaces 59 Worklc
—— E——
Health status

Infrastructure Admin
Irina

Trace: Slim\App.handle

—ad® +
Application Owner
Amie

@ Hrre PosT ¢

Close details [3)

,3 frontend
<. Jp since : 2024-01-18 15:39  Mor

<D 1problem © Novulnerabilities

[ Technologies  Processes

Performance analytics

CPU usage

995

@ Vulnerabilities——e

. Distributed Tracing

Problems  Vulnerabilities ~ SLOs  Logs  Events

Memory usage Total disk space

21.51%  46.44

T

?q Infrastructure & Operations

Davis Security Score

High risk

Third-party vulnerability
CVSS: 9.8 Critical

Metrics




One Al Platform to Safeguard your Digital Systems

Tech Cx0
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Site Reliability Engineer
Rey
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DevOps Engineer
Omar

Cloud Ops

Christina

Infrastructure Admin
Irina
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Application Owner

Amie
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Infrastructure Application Digital Al Log Application ; Threat Software Business
Observability Observability Experience Observability Analytics Security Observability Delivery Observability

&> AutomationEngine ' =3 AppEngine

@ Smartscape® ?] (@ Davis® Al

ipdynatrace

Q Grail™ |
S OpenPipelinevI : J "~ $ OneAgent®

<% = Vil & {n 5 o

Topology Traces Metrics Logs Behavior Code Metadata Network Security Events Threats




F-' ipdynatrace

PRESENTER

Build your own Agent

Wolfgang Beer

Fellow Product Manager

Dynatrace

How Dynatrace Al enables domai
use-cases -



Let’s recap — Al Agents deliver Value in the Users Own Context!

f&ﬁb\t
GitHub Copilot -
Software I)inZ:eveh'.»per

servicenow. N
Visual Studio Code

4} Now Assist

Introduction

Support Services Engil

Sammy

Topology/

Dependencios

R&D Incident Analysis & Fix

Customer Support Tickets

DevOps Engineer
Omar

SRE Incident Commander




Dynatrace Al — Responsible & Transparent

= Data security and permissions (Grail policies)

= Control and transparency (Grail query logs)

= Reliable context (Smartscape)

= Scalable and flexible data pipeline (OpenPipeline)
= Dynamic data transformation (Grail & DQL)

= Real time data analysis (Anomaly Detection)

= Actionable automations (Automation Engine)

= Natural language (LLM) interface (Generative Al)

TRUST CENTER

Trusted Al for 10 years

Dynatrace Davis® Al has been trusted by Dynatrace customers, including in highly

regulated sectors, for almost a decade to assist in their decisions with root cause
analysis and forecasting.




Dynatrace Agentic Interaction with Developers

~
Software D_eve"ioper

Danz; A

& GitHub Copilot
Dynatrace gt
MCP server C_ﬁ | 8
— |

“dqglStatement”:
fetch spans

}

Output

DQL Response: (]




Dynatrace Agentic Interaction with ServiceNow IT Operations

DYNATRACE SERVICENOW

v Bi-directional context I

O C
(3 )
(=
Davis® Al Now Assist Al

3rd party event

=3

Event Correlation

Vulnerabilities :TA
Problems y L
< Ticket Creation

Real-time topoleogy

ServiceNow

and dependency Workflows

@ mapping

Smartscape® " CMDB




SerVicenGW All  Favorites  History  Workspaces  Admin Service Operations Workspace < Q. Search

G\) Express List +

E‘: | Active Alerts 4 Q, Search filtered alerts Last24 hours o Lve | @ || %
= Number Description Duration ¥ Severity ¥ Priority Source Impacted services Configuration items Node Assigned to Assignment
&8 QOPEN Problem P-25114226 in environment 19 minutes . 5G0O- TradeMana
Alert0011696 tacocorp Problem detected at: 09:11 (UTC)... ago =k Dynatrace gement
E3
. . easyTradeManager -...
OPEN Problem P-25114217 in environment . 5G0O- i X easylradeM
EE Alert0011694 tacocorp Problem detected at: 08:07 (UTC)... 1 hour ago ® Major High Dyratrace casyTrach‘ljgnScrwcc TradeManagement - SERVI anager
BrokerService -...
easyTradeManager -...
Group of alerts, OPEN Problem P-25114208 . 5G0O- . TradeManagement - SERVI|  easyTradeM
% Alert0011692 @ in environment tacocorp Problem detected a... 2 hours ago e Mederate Dynatrace Brokchcr\flcc' T easyTradeManager - SERVI|' anager
easyTradeLoginService ...
»
‘1 = There are 3 alerts which were not updated for ) 0 . .
Alert0011678 o 2 days, T rermeckabe th (s fallow 5 hours ago Minar Low ServiceNow Event... Alert Processing
ool
fi
CONFIDENTIAL 19



SerVicean All  Favorites History Workspaces  Admin Service Operations Workspace <% O, Search B @& E & +‘ MNow Assist

) Express List + ~ el me more details for alert0... @

fy  — — ¢‘

=] [: Active Alerts 4 Q. Search filtered alerts - Last 24 hours ® Live (% |Q |
- E— Starting "Analyze alert impact

Dynatrace Dema’..

Number Description Dwration Severity ¥ Priority Source Impacted services Configuration items Nc
& TradeM View Al Agent Processing Steps W
s Alert0011698 @ Group of alerts, OPEN Problem P-25114226 21 minutes — - 5GO- easy ra_“f ANAGE ... TradeManagement - SERVI  Tre
e in environment tacocorp Problem detected a...  ago . Dynatrace engine-" { E,'plj engine-* (/api) - SERVICE-C gel +
E?D BrokerService -... +1 +
| am now fetching the Dynatrace
oo . , easylradeManager -... bl f d
oo OPEN Problem P-25114217 in environment . SGO- i i ear Pproblem report for your requeste:
Alert0011694 tacocom Problem detected at: 08:07 (UTC)... 1 hour ago * Major High Dynatrce easyTrach?glnSewlce TradeManagement - SERVI an.  alert. You may refresh the report at
BrokerService -... A . .
—1.'4- any time if you wish to view the
easyTradeManager - abeest clatalls.
N Alert0011692 @ ‘IGrouplof alerts, OPEN Problem P-25114208 2 hours ago o Major TR 5GO- BrokerService -... TradeManagement - SERV] ea
in environment tacocorp Problem detected a... Dynatrace . . easyTradeManager - SERVI  an
easyTradeLoginService ...
View Al Agent Processing Steps w
Thi 3 alerts which t updated fo
Alert0011678 Ere are 5 a/erts WRICh were not upeatedion o o urs ago * Minor Low ServiceNow Event... Alert Processing
(1] over 2 days. To remediate the issue follow...

Dynatrace Problem Report for
Alert00114698

» Problem Title: Failure rate increase

« Display ID: P-25114226

» Impact Level: SERVICES

= Severity Level: ERROR

= Status: OPEN

» Start Time: 2025-11-20 23:51:00
{converted from timestamp)

« Affected Entities:
easylradeManager,
TradeManagement

» Root Cause Entity:
TradeManagement

« Management Zone: Kendon Test

» Environment Tag: easytrade

« Problem URL: View in Dynatrace

Cioaactad Enllmariin Pinactianc:
Reply to Now Assist.. e

Some answers generated by Al. Be sure to check for
. _______________________________________________________________________________________________________________]
accuracy.



SerVicen(’}W All  Favorites  History  Workspaces  Admin Service Operations Workspace < Q. Search

G] Express List +
g E Active Alerts 2 Q, Search filtered alerts Last 24 hours ® Live (3 | o]
= Number Description Duration vV Severity ¥V Priority Source Impacted services Configuration items Node Assigned to Assignment
& Group of alerts, OPEN Problem P-25114226 29 minutes , _ SGO- Raceb Kioger TradeManagement - SERVI easyTradeM
| > Alert0011698 * M High A
e e 2 in environment tacocorp Problem detected a...  ago s Dynatrace S qpi} = engine-* (/api) - SERVICE-C anager
tC‘J BrokerService -...
. . easyTradeManager -...
S0 ] Alert00116%94 giscr:):?l}jt::ft:le; ?ﬂi:::titlign(f; E_ﬁ&?ec?t 1 hour ago * Major High SD?nOatrace easyTradeloginService ... TradeManagement - SERVI :isagrradeM
4 o BrokerService -...
_ easyTradeManager -...
| > Aert0o11692@  OroupOfalerts, OPEN Problem P-25114208 .., e T e B g TradeManagement - SERVI  easyTradeM

in environment tacocorp Problem detected a... Dynatrace easyTradeManager - SERVI' anager

easyTradeLoginService ...

Alert0011678 There are 3 alerts which were not updated for

Dool over 2 days. To remediate the issue follow S oLins. Ao * Miner L m AR RO E AR, bl
0o -
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Dynatrace Al in Custom Agents

Build your GitHub, LangGraph, OpenAl, Google ADK and n8n Agents
- Automating and speeding up repetitive tasks.
- Automate on top of companies’ business and domain logic.

- Giving an automated process more flexibility to handle unexpected situations.

~ 1 @ e
/ 3 ( V4 Cod Claude
- irue
L 4 -~ - ..
\ T
M J J N
When clicking I ( )
................ NI prp— } ‘ o +
— 4 &
; " sl Ou I ; Claude
® O]
= o A
n8n (®) (&)
[ | )
\ J \ /
N N
Chat OpenAl Waorkflow Tool

N8N configured Al Agent interacting with Dynatrace Al



Dynatrace Remote MCP Server in GitHub CoPilot

Configure Toals TR G
init_.py ") v Select tools that are available to chat. 52 Selected oK

helsinki agent.py > ~ / Built-In
def get_current_date_time utc() -> dict: + BB changes Get diffs of changed files
> & edit Edit files in your v

now_utc = datetime.now -
— 0 v BB extensions Search for V.

report = (

f'The current time is {now_utc.strftime("sY-S%m—%d %H:%M:%
) v ] githubRepo Searches a GitHub repository for relevant source code snippets. You can s...
return {"status": "success", "report": report} ./ P2 new Scaffold a ne rkspace with VS Code-specific configurations to compile, debug ...

« @ fetch Fetch the main content from a web page. You should include the URL of the page ...

root_agent = Agent( /O dt_agentlc—al
name="HelsinkiAgent",
model="gemini-2.@-flash",

description=( |> D] e

"Agent that is trigge

instructions=(
"You are a helpful ag
"Always reply with c

before_tool_callback=1
print(f"Executing too

- how many problems do | have in my dynatrace environment?
get,current,nate,tjme
MCPToolset
connection_params
1='https:/ . . . .
e You currently have 21 active problems in your Dynatrace environment. If you need a breakdown or details about these problems, let me know!

'Authoriz
)

o
tool_filter=[]

MCPToolset
connactinn narams

PROBLEMS  OUTPUT  DEBUG CONSOLE

wolfgang. beer@DT—KWSG2O0NC3 dt-agents can you give me a summary of the most critical ones?
3> Tool: dynatrace-mep-experimental_

>>> Tool: dynatrace-mcp-experimental,

>>> Tool: dynatrace-mep-experimental

>>> Calling tool 'dynatrace-mcp_exect

Session termination failed: 400 B

D ST WD e Based on the available data, most of your active problems are categorized as "CUSTOM_ALERT" events, with some related to security, availability, and
Session termination failed: 406 s =

Session termination failed: 40 e performance. However, the problem records do not include explicit severity or criticality levels.

<<< Result: Query metadata:
{

“canonicalQuery" : "fetch events\n|

"timezone" : "Z", . . wae .

“query” : "fetch events | Limit 5\ - To identify the most critical problems, | recommend focusing on:

"scannedRecords" : 316,

"dqlVersion” : "V1_@",

"scannedBytes" T

" dDataPoint: : 0, . . . N
Ty (=i romeia 4 EoEs « Problems affecting core services (e.g., frontend, adservice, productcatalogservice)

"1 "2025-11-19T12:17:32.5]

" : "2025-11-19T14:17:32.51 S = Problems with categories like AVAILABILITY, ERROR, or SLOWDOWN
" ers et tonTineH 11 acconds™ 203 | & e » Security-related events (ACTIVE SECURITY_EVENT)

“notifications" : [ 1,
"queryId" : "@ae84d02-47e6-481f-b7¢
"sampled" : false

AT Would you like a detailed list of these higher-priority problems, or a summary grouped by type and affected entity?

50 3> main & ®OA0
O 206 &




uild an SREAgent with Dynatrace and LangGraph

- Let me introduce you, my ‘Helsinki’ Al Agent

- https://github.com/wolfgangB33r/dt-example-agent

= O wolfgangB33r / dt-example-agent

<> Code (©) Issues I Pullrequests () Actions [ Projects (@ Security [~ Insights £ Settings

2 dt-example-agent Pubiic
# main ~ ¥ 1Branch © 0 Tags Q Go to file

[0 README  &[3 MIT license

Helsinki - An Example Dynatrace Agent

Al agent for analyzing and optimizing alert configurations in a Dynatrace tenant.

How to set up?

Following environment variables must be set:
OpenAl

» OPENAI_API_KEY=<YOUR_OWN_OPENAI_API_KEY>
Dynatrace

¢ DT_TENANT=<YOUR_DOMAIN>.live.apps.dynatrace.com

t

Q Type (/] to search S ~ + -

s» Pin & Watch 0 ~

Add file ~ <> Code ~

7

% Fork 0 -

About

An example react agent

Readme
MIT license
Activity

0 stars

0 watching

€ O % <+ &2 B

0 forks

Releases

No releases published
Create a new release
Packages

No packages published
Publish your first package

Yy Star 0

©

v

nlal(Q




uild an SREAgent with Dynatrace and LangGraph

async def run_agent(msg, thread_id):

# Initialize the MultiServerMCPClient w: ", .° !
otal_input_tokens = @

client = MultiServerMCPClient( total_output_tokens = @
try:
{ # Initiate the agent model and tools
"dynat race-mcp": { #model = init_chat_model("gemini-2.0-flash", model_provider='"google_genai")

#model = init_chat_model("gemini-3-pro-preview", model_provider="google_genai')
"transport": "streamable_htt et J pro-previe P go0gteg
model = init_chat_model("gpt-40", model_provider="openai")

"url": 'https://{tenant}/pl: # nant=DT_TENANT),
"headers": { mcp_tools = await client.get_tools()

"Authorization": "Bearel tools=[

} get_current_time,
chat_response
} ]

} tools.extend(mcp_tools)
agent_executor = create_agent(model, tools)

e —————— config = {
"configurable": {
"thread_id": thread_id,
"agent_name": AGENT_NAME,
"agent_description": f"{AGENT_NAME}, a helpful assistant.”,

# Append newest user message
input_messages.append({ "role": "user", "content": msg })

# invoke the agent and pass callbacks
response = await agent_executor.ainvoke({"messages": input_messages}, config=config)




Build an SREAgent with Dynatrace & Google Agent Toolkit

root_agent = Agent(
name="Helsinki Agent",
model="gemini-2.0-flash",
description=(
"Agent that is triggered by operations teams to investigate and remediate a critical incident."

),

instruction=(
"You are a helpful agent for observing digital systems. Autonomously execute tools as needed to answer questions. " +
"Always reply with clear, human-readable summarys of your findings."

),
before_tool_callback=lambda tool, args, tool_context: (
print(f"Executing tool: {tool.name}"

get_current_date_time_utc,
MCPToolset
connection_params=StreamableHTTPServerParams (

url='https://{tenant}/platform-reserved/mcp—gateway/v@.1/dynatrace-mcp'.format(tenant=DT_TENANT),
headers={

'Authorization' : 'Bearer ' + DT_API_TOKEN

),
tool_filter=[]

MCPToolset
connection_params=StreamableHTTPServerParams (

url="'https://{tenant}/platform-reserved/mcp-gateway/v@.1/dynatrace-mcp—experimental'.format(tenant=DT_TENANT),
headers={

'Authorization' : 'Bearer ' + DT_API_TOKEN

CONFIDENTIAL




Show & Tell # 2

Dynatrace Al - Demo




Dynatrace Al Workflows

- Lowest possible entry barrier, as automation
. . . lity detected L GrElipes S0 create_tickets
directly runs inside the Dynatrace platform.

£ Event trigger o©
Input Condition Options

event.kind == "SECURITY_PROBLEM_EVENT"

- Al leverages the Dynatrace data access

permission policies, with oAuth and service =
users aS acto r- :f.:;':a:s"ﬂf;"demlsa"daﬂmm {{ _.ticket.jira }}

Key of the Project in which the issue will be created.

@ ce Issue Type

Task

- Maximum flexibility and configurability.

i 1 H . get_existing_tickets Priority
- Visual workflow builder as an integral part of

Labels

{{ result("get_problem_details").problem.displayId }}

your Dynatrace tenant.

Summary
1 Security Problem ({{ result('get_problem_details").prol
create_tickets H update_tickets
Summary will be truncated to 255 characters.

Automation action to be used to create
issues on Jira Description

Jira: Comment on ticket

=& = 1 *{{ result("get_problem_details").problem.title }}* {{
I J Risk level: *{{ result("get_problem_details").problem.

Affected entities:
notify_responsible_teams

{% for entity in _.ticket.affectedEntities %}
- *{{ entity }}*
{% endfor %}

{{ result("get_problem_details").problem.description }

VENO A WN

for each affected entity




ynatrace Workflows unlocks Al Automation

All workflows

Executions

o B Workflows

Demo: Create a Troubleshooting ... lwe @ sae [ R Executions ~ 4 = i suggest_crash_fix
(=] Davis CoPilot Workflow Action Preview a
b Workflow
Input Conditions Options Sample result Q
(5
|fﬁ Prompt* 2]
Summarize and explain the Android Java app
1. & Davis problem trigger
Provide the instructions you want Davis CoPilot to execute. A maximum
I B On: active problem; Severity: availability, or ~ ?
custom, or error, or resource, or slowdown Additional context
° fetch_crash x i}
Provide any supplementary context you want Davis CoPilot to reference. B
characters is allowed in this field.
O Auto-trim °
Automatically trim the prompt and additional context if the character |l 4
limit is exceeded the action will fail to execute. 'g
9 fetch_crash
Document retrieval*
e Make use of Dynatrace Grail data in your Disabled
workflow .
Q Davis CoPilot can look up specific Dynatrace content to enrich its respol
B foundational model to execute your prompt.

Learn more about CoPilot workflow action [4

e 00

Davis CoPilot Workflow Action Preview

create_troubleshooting_document

>> Run custom JavaScript code.

i@ Notebooks

[E0]

-+

8 @

€3 Change action

+ Notehook &, Upload

[TSG] Mobile App Crash Analysis HE 28 Share LD (24 2 sections

Mobile App Crash Analysis

Summary and Explanation

The Android Java app experienced a crash due to a java.lang.IllegalArgumentException caused by aninvalid input string "18234 18673" . The
error occurred when the application attempted to parse this string into an integer using Integer.parseInt() , which failed because the string contains a
space and is not a valid integer format. The crash Is classified as fatal and occurred in the startIntentWithcheckAuthority method of the
StartActivity class. This issue impacts the user experience by causing the app to terminate unexpectedly, especially for real users on rooted Android
devices.

Suggested Fix

To resolve this issue, validate the Input string before attempting to parse it into an integer. Ensure the string contains only numeric characters and handle
invalid inputs gracefully.

1 public void startIntentWithcheckAuthority(String input) { [m]
2 try {

3 // Validate the input string

4 if (input != null && input.matches("\\d+")) { // Check if the string contains only digits
5 int parsedvValue = Integer.parseInt(input);

6 /1 Proceed with the legic using parsedvalue

7 } else {

8 // Handle invalid input

9 Log.e("StartActivity”, "Invalid input: " + input);
19 // Show an error message or take appropriate action
1 }
12 } catch (NumberFormatException e) {
13 Log.e("StartActivity”, "Error parsing input string: " + input, e);
14 // Handle the exception gracefully
15 }
16 }

This code ensures that only valid numeric strings are parsed, preventing the I1legalArgumentException and improving the app's stability.




ynatrace Workflows unlocks Custom Al Security Checks

a B Workflows All workflows Executions
[Security-AI-Demo] Davis problem se... tive [ Save > R Executions v Q4 3=
®
b Workflow
HH
a é Davis problem trigger
e ol e
e )
s @ Workflow can run on demand.
Q
generate-compliance-query generate-detections-query generate-vulnerability-query
Davis CoPilot Workflow Action Preview Davis CoPilot Workflow Action Preview Davis CoPilot Workflow Action Previe
Inc e Inc e
execute-compliance-query execute-detections-query execute-vulnerabilities-query
Make use of Dynatrace Grail data in your Make use of Dynatrace Grail data in your Make use of Dynatrace Grail datainy
workflow. workflow. workflow.
summarize-analysis
(i}
@ Davis CoPilot Workflow Action Preview
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Al-Confidence Score: 75%

The Al-confidence score of 75% indicates a maderate to high likelihood that the detection findings
contributed to the Davis problem (P-25104231). This score is based on the alignment of affected
entities, Kubernetes clusters, and namespaces between the Davis problem and the detection findings.

Problem Description

The Davis problem (P-25104231) is categorized as a Failure rate increase affecting two services:

1. Service [eks-live ][ easytrade-live-debugger] OrderController (SERVICE-8A5087303379DBEA)
2. Service [ eks-live ][ easytrade-live-debugger] :80 (SERVICE-EC21CDC3560BB0B4)

The problem occurred in the Kubernetes namespace easytrade-1live-debugger withinthe
cluster eks-1ive (UID: 8d179bf0-7549-46cf-99e5-1b903448e210). The root cause was identified as a

failure rate increaseinthe OrderController service.

Detection Findings

1. Detection 1:

o Risk Level: Critical

o Detection: Blocked CMD injection attempt at
ProxyController.proxyUrlWithCurl () :163 and JNDIinjection attempt at
JndiManager. lookup() :128.

o Affected Entities: PROCESS GROUP INSTANCE-6FDESO0F67864C2C1 (SpringBoot
application unguard-proxy-service innamespace unguard ).

Kubernetes Cluster: cks-1ive (UID: 8d179bf0-7549-46¢f-99e5-10903448e210).

i | 3



ynatrace Al unlocks Explainable Root-Cause Analysis

User action duration degradation “+ Explainproblem 58 Send v X
Closed P-2511187093 (3 Slowdown Started at Nov 19, 2025, 6:32 AM for 36 min

Affected frontends Affected services Affected infrastructure Affected synthetic monit... Affected users Affected sessions Affected business flows Events
g ) 5 o Oo e
</>1 - oo 5 - im 1 Q.- 28 - > - ~ - o 207

Overview Deployment Events Logs Troubleshooting

i Impact it Root cause

Frontends Services Infrastructure Synthetic monitors Environment

8 easyTravelBusiness §
B www.angular.easytravel.com :
Web application > Slowdown Response time degradation 8 View service }
> Slowdown User action duration degradation 6 View frontend }

it Visual resolution path @ View Smartscape

it Automation and remediation Lv@RaaQE & 9D

Workflow Last execution State

& Alert notification to team slack 11/19/2025, 6:32:50 AM  Success




ynatrace Al democratizes Data Analytics

> Timeseries Characteristic Analyzer

Helsinki Demo v {3 The metric characteristics of the service load ( dt.service. request.count ) for the frontend service

give me the CPU usage average over the last 7 days

( SERVICE-612D78EDB6A2ABIB ) over the last 2 weeks are summarized below:

Statistical Analysis:

+ Maximum Load: 76,099 requests
« Minimum Load: 55,914 requests

> Create DQL query « Mean Load: 73,050.87 requests
« Median Load: 73,199 requests
> Run DQL query « Variance: 3,575,258.10 (indicating moderate variability)
« Mean Absolute Deviation (MAD): 652 requests
« Number of Distinct Values: 112
(> The average CPU usage over the last 7 days is approximately 24.47%. « Most Frequent Value Ratio: 1.77% (indicating no significant repetition of values)

& 4

give me a forecast of the next 12 hours for CPU usage

Trends:

« Regression Line Slope: -10.87 (indicating a slight downward trend In load over time).
« P-Value for Slope: 0.044 (statistically significant downward trend).

> Create DQL query Quan“les'
« 5th Percentile: 71,580 requests

N Timeseries forecask « Median (50th Percentile): 73,199 requests
« 95th Percentile: 74,951.6 requests

(® The forecast for CPU usage over the next 12 hours has been successfully generatet Missing Data:

average CPU utilization values:

1. Start Time: Now

2. Forecast Horizon: Next 12 hours

3. Predicted Values (Average CPU Utilization):
o Hour 1: 24.62%
o Hour 2: 24.71%
o Hour 3:24.72%

« Number of Gaps: @ (no missing data)
« Longest Gap: @ (data is complete)

Periodicity:

« No significant periodic patterns were detected.

This analysis provides insights into the load behavior and trends for the service. Let me know if you'd like
further details or visualization!
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