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Topology Traces Metrics Logs Behavior Code Metadata Network Security Events

"Observability is no longer just about keeping systems up
— it's about understanding how technology drives business

outcomes."
Gartner, Observability Trends

Threats



Observability for
Developers
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Security Operational Reliability

Safe from threats Manage changes efficiently Available when needed

What: Quality / Security Gates AWS

Well-Architected

W h 0. A |. |. Performance Cost Sustainability

Optimize resource usage Optimize cost usage Being eco-friendly

Integrated pre-deployment
pre-deployment runtime observability security with
H OW . security & security runtime observability & security

* Observability built-in throughout P P /"\S/Ec’\
. g ey &

- SDLC

EV PS EV 0 Ors
4A
cking key SLOs with every e W w

i i i i Missing Governance, Full Governance,
ent / build Validation history ; :
/ Select a validation event to see its details. BllndSthS & No Blll‘ldSpOtS &
! Incomplete Coverage Complete Coverage
fallure / Success Of each Select timeframe
Last 7 days v < > Heatmap  Timeline C' Refresh
n this
(® Timeframe 5/21/2025, 4:06 PM to 5/28/2025, 4:06 PM 10/61 validations displayed @

oes not take place

Errors
Latency
Saturation
Traffic

Started 5/28/2025,12:.. 5/28/2025,2:0.. 5/28/2025,4:0.. 5/28/2025,6:0.. 5/28/2025,8:0.. 5/28/2025,10:... 5/28/2025,12:.. 5/28/2025,1:2.. 5/28/2025,2.0.. 5/28/2025,4:0..

® Info ® Pass @ Warning Failure Error



Application Code

Test Case e

Input [ 7% e ‘o

9 Test Case
Output

What:
White box testing
Test data collection et
Performance benchmarking |
Dead code detection /Q\
Chaos monkey guardrails Sy AESRTAVTaGS
Learning the code |
Troubleshooting
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Service Health & Performance

Detected Problems

# of Total Requests

1.29k

DQL Cost Calculation (1token = 1$)

$8773.58
bbbl 2 25.53%
Service Health AVG Request Duration P99 Request Duration Davis® Al Forecast
0%
10
1 L] 5 OS 2 L] 2 5 S 5
3 8.19% ¥ 819% o
Service Quality & Guardrails
Guardrail Executions Toxicity PII Leaks Denied Topics & o
75.02%
0.55x 091x 0.806% 0.91:
. /o . /0 . /o . /o 26 PM Jan 20 06 AM 12z2prm
Overall Guardrail Activation Blocked Toxc Prompts Prevented P11 Leaks Filtered Content Relevance
225.63 185 175 185 74.85%
2 7.69% 2 12.09% 72 0.45% 212.09% % 16.16%

Platforms and model deployment
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Observability-
driven Security




What: Observability of Fraud 2023 State of Omnichannel Fraud Report
 4.6% of all customers' digital transactions
Systems

globally were suspected to be fraudulent
e 7.2% in Retail industry

Who: All

FRAUD & PAYMENTS SURVEY 2024

22.4%
slowdown in Fraud systems Signficantly

increased
k transactions
HOW HAS o
often forgotten about FRAUD CHANGED 52.4%

Somewhat
IN THE PAST YEAR? increase
ed successful fraud :

Somewhat
decreased

1.8%
Significantly
decreased

Full report available for free at ravelin.com



http://www.transunion.com/report/omnichannel-fraud-report?utm_campaign=PR+Global+Fraud+Report+March+2023&utm_content=report&utm_medium=press-release&utm_source=press-release&utm_term=PR+Global+Fraud+Report+March+2023

| Men Boys Gils Home Baby Christmas CosyShop B ACCOUNTDETAILS CHANGED

MyAccount information Updates o MyAccount information Updates o
My Account How Can We Contact You? Your biling address has been changed 20
Your billing address has been changed 20
Your details have been updated successfully. Your address details have been updated %
Your address details have been updated. 2
Contact Details Your address details have been updated s
Your biling address has been changed. s
Biling Address 19A RED HOUSE LANE s Gt b s :
Your address details have been updated 8
¢ EI
.
What: Fraud Detection
" ) - -
| Signout ) Home Number ( +4474
Mobile Number
W h O . A l l Work Number Save Changes
.
yle.co.uk Change Email
Unauthorized Login Dashboard Unauthorized Logins Accounts o
MO0 Unted Kingdom  Heading oung f bage othe,beypeess on [y

wnmo

H O W
- Detect users updating contact =

page othes,

19400 Owrtsey

etails multiple times | —

horized logins v . \ —_— ==t .

l . l . IP 3 v Country 5 ~ City ¢ ~ UserID 3 v Last Email 5 v of Unique Emails + v
a C C O u n tS m u t I p e I n t e ntS 192.142.128.0 United States New York 7.000
t log iNnsS - n Otlfy users Of 176.255.66.0  United Kingdom =Manchester % Clear result 3.000
84.65.188.0 United Kingdom = Manchester _- 3.000

. Hijacked Dashboard [yy-MM-dd HH:mm] Hijacked Accounts Hijacked Dashboard with Checkout Complete

 further o
ession replay) f —



Orders IDs with multiple IPs % Orders IDs with multiple IPs 2 Orders IDs with Postcodes > Orders IDs with Postcodes & ltems

Distinct I... ip User Add... Order ID Order ID Distinct IPs Order ID Postcode Distinct User IDs Order ID Postcode  Basket Item Distinct User IDs.
1 . e - - — - — 3 - — - - 2 = = = AppleiPhone 14 128... 1
1 m— .- - | — 2 A — - - 2 | — - 5G Broadband Hub 1
1 s e - - - — 2 - - - 2 W = = AppleiPhone 14 Plu... 1
1 wm— - — o — 2  — Raliad 1 S e samsung Galaxy S2... 1
ent Pl lr( h as es IS b CEED p— 2 PRSI p— 1 S S Motorola Edge 40 2... 1
1 - - — — 2 —— - 1 e = Samsung Galaxy S2... 1
ke € 1ofs > A e € 1ofso0 > A k€ € 1ofa > A e € 10fa > A
f h R R f " Analyse order IDs individually - Order ID details 7
I P Ti i i i
or t IS'S p eciTic one ) We can use the tile below to obtain additional Jideril ostcode Slariine P isp city country
information about the order ID. - - Mar 07, 2024 - 08:44 - - Amazon.com London (Amazon) United Kingdom
Steps: —— - Mar 07, 2024 - 08:30 - Vodafone null United Kingdom
1. Click on the tile header — — - - Mar 07, 2024 - 08:27 .- -— Three Southwark United Kingdom
2. Select view details
3. In the USQL query, replace — - - - Mar 07, 2024 - 08:37 Sky Leeds United Kingdom
stringProperties.order_id with the
order ID that needs to be analyzed e € 10f25 > i
IPs with mutliple Orders v IPs and Order Numbers v
CS . t h User IP Distinct Order IDs. o
Wi - .
’
- 16 30
— 15
.- 2 -
+9
- ” more
10
S 7
— - 6
o
—— 6
13 € 1of7 > 3
Distinct IPs — #Order ID
Analyse the Sessions individually IPs with mutliple Orders v
We can use the tile below to obtain additional User IP Distinct Order IDs Device Height Device Width City Service Provider Start of Session End of Session
information about the order ID. — — 896pxX 41px  Central HGC Broadband Mar 07, 2024 - 08:47 Mar 07, 2024 - 08:52
Steps: -—— — 896pX 414px  Swansea Tfm Networks Mar 07, 2024 - 08:38. Mar 07, 2024 - 08:48
1. Click on the tile header -—— -—— 896px 41px  Swansea Tfm Networks Mar 07, 2024 - 08:16 Mar 07, 2024 - 08:36
2.Select view details
3. In the USQL query, click into the magnifying o — — 720px 1280px  Braintree BT Mar 07, 2024 - 09:12 Mar 07, 2024 - 09:24
glass on the lefthand side to view the
cessions - —— 864px 1536px  Ealing Plusnet: Mar 07, 2024 - 08:59 Mar 07, 2024 - 09:21
- — ——— 844px 390px Cullompton BT Mar 07, 2024 - 09:32 Mar 07, 2024 - 09:50
-— - - 926px 428px  Goole BT Mar 07, 2024 - 09:22 Mar 07, 2024 - 09:29

Kk € 1ofs > I



lnerabilities

' Vulnerabilities

Prioritization > 5-2024

SQL injection at RelationalCommand+<ExecuteReaderAsync>d_

5-2024 | BrokerService.dll broker-service-*

Last 30 minutes v

Davis Security Score Open

Open since
May 23, 2025, 7:52 PM 4 days ago

Code-level
vulnerability
Critical risk

_18.MoveNext()

Davis Assessment

@
®

Public network

Within range

<

Inuse

Attack vector

@ monitoringe] g Actor IPs
LR 159.104.0.163

Entry point
Details limage
Processes
e ;:"“'“" Vulnerability
= Type
o S0L injection

NET Technology
NET

@ Exploit attempts @

Target

] ip-172-31-3-14.ec2.internal

Command injection at ProxyController.proxyUrlWithCurl():163

o e (= =T =1

Not in use

Public exploit

@0

Davis Assessment

Public internet exposure
Reachable data assets

None within range

Vulnerable functions

Public exploit published

Davis Security Score calculation

® Base: 8 High risk vulnerability
CVSS score

(@ Davis analysis

Calculation

All affected entity scores have been lowered.

Entities with highest score

Name

SpringBoot org.dynatrace ssriservice. Application ung...

SpringBoot org.dynatrace.microblog.Application ungu...

Impact on DSS calculation: N Lowering CVSS score

Related entities

. Result: 6.8 Medium risk vulnerability
Davis Security Score

oo
a0

Davis calculated a score for each affected entity based on CVSS and risk factors.
The highest score of all entities is used as the vulnerability score.

Davis Security Score

® Medium 6.8 N

© Medium 6.8 N

Calculations are run every 15 minutes, For details, see Davis Security Score Documentation [7

Related entity Count
> B Applications ]
> & Services 2
> O Hosts 1
v B Databases 2

Related databases

[eks][easytrade-live-debugger] TradeManagement S8

TradeManagement 38

View all related databases

- B Kubernetes workloads

Related Kubernetes workloads Affected process groups
broker-service 58 1

View all related Kubernetes workloads

© Kubernetes clusters

Vulnerable functions

The following functions have been identified to contain the vulnerability within the library.

Class Vulnerable function

org.springframework.web.util.Url

removeJsessionid
PathHelper

org.springframework.web.util.Url

removeSemicolonContent
PathHelper

org.springframework.web.util. We

MatrixVari
bUtils parseMatrixVariables

Function usa...

<>

%

<>

<>

%

<>

b

Inuse
Not in use

Not
available

Inuse
Not in use

Not
available

Inuse
Not in use

Not
available

PGs

® e In =]

@




# Compliance Assistant

G

= DORA overview [% 1CT incident reporting notehaok

Resilience &

ICT configuration compliance 3 ICT vulnerabilities a Incidents ICT critical services
A Chapter I1, 11 : R Chapter IT " R Chapter 111
Compliance # trend in past 12 months Ty Critical services segment: @ ~

"
g

High Medium Law

Memory usage close to limits
Vulnerabilities in the last 14 days Started at: May 27, 2025, 5:32 PM

& Active Resaurce Contention

Jun Jul  Aug Sept Oct MNov Dec Jan  Febh Mar  Apr  May
A-1L5GGBPC [2
Current compliance results SQL injection attempt at
Datab. M pdate R
® Kubernetes 6% ger.up Bio():98

Started at: May 27, 2025, 4:25 PM
< Active [ Security Event

5 6% VMWare Coming soon

Rules passed

- 8 &8 8 8

g

50
a A-3GHM7Y2S [
May 17 May 24 [T
W = SQL injection attempt at
Datab M updateBio():98
ICT Monitoring Coverage . Started at: May 27, 2025, 3:55 PM
Passing compliance configuration rules per DORA Article R Chapter It : < Active [ Security Event
Article 5 - Gowernance and organization 973 rules Observability coverage
@ All Observability incidents [7 @ Al Security incidents [
Article 6 = ICT risk management framework /0 rules Cloud provider Coverage
Incidents in last 60 days
Article 7 = 1CT systems, protocols and tools 204 rules aws  AWS account 3475 =
600
Google cloud 10/21
e 67121 rules & Google clo By
400
@ VMware host 6/20
Article 10 - Detection 516 rules 200 W — L g .
/N Azure cloud 7/28 [}
Article 11 = Response and recovery 5/5 rules Mar 31 Apr 38
Article 12 = and 3/3 rules Security data sources
Article 17 = 1€T-related incident management process /7 rules Data sources Status
@ Security Posture Management @ Enabled
W Vulnerabilities @ Enabled

@ Attacks @ Enabled
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@ Cost&Carbon Optimization ~ Overview  Hosts Last3days v (C  ConnecttoGrail v {8 @

Overview
Carbon & Energy Footprint Optimization recommendations
rved idling Identified for wn
@ ki m Emissions Change LLES Hosts
period period
(D Total Watt-hours energy consumed () Total Watt-hours energy consumed  Energy Change Wasted energy (Wh) Wasted energy (Wh)

682k 172.4k 1T 509.6k 12.96k 134.18k

Publicly listed cloud costs

(D $in selected time period (@ $ in previous time period Change Cloud cost per day ($) Cloud cost per day ($)

330.77 330.85 { -0.08 0 35.97

Accumulated carbon footprint over time o Carbon versus business KPI o
700K Wh 7 kgCOsze 60k §
250 kgCOze 600k Wh 6 kgCOze 58k $
200 kgCOse 500K Wh 5 kgCOze
s i 40kS
c 400kWh m £ 4kgCOse z
£ 150 kgt g2 2 = 30k S §
= spokwh € S 3kgrose 2
100 kgCOse 20k §
200k Wh 2 kgCOze
50 kgCO:e 100k Wh 1 kgCOe 1068
0 kgCOe oWwh 0 kgCoe 03
09 AM Juni 09 AM Junz2 09 AM Jun3
© Carbon ® Energy ® Carbon # Business
Accumulated cloud cost over time e Cloud cost versus business KPI <
3508 60k S
3004 5Bk S
2508
a0k $
. 2008 "
8 S 30k$
1509
20k $
1008
508 10k $
os L1
09 AM Jun1 09 AM Jun2 09 AM Jun3 09 AM Jun 1 09 AM Jun2 09 AM Jun3
@ Costs @ Cost #® Business
Data center emissions
Q, Search table
Data center % Hosts idling % Hosts scaling % Energy [Wh] % €02 equivalent [kg] % Costs [$] %

Banino, Poland [} -] 22,033.1 15.89 0




Q

*

[ Parceldata i & Share

B3 High level statistics

300

averageltems

[}
Manc..ster Leicester

Newcastle

/ 2 4 1
\ |
\ |
0 ] j
Sep29 Oct6 0ct 13 0ct 20
Average Order by Location ©

London  Port_outh Bir.gham Glasqow  Lleeds  Reading Liverpool

location

® Different breakdowns of high level fields such and the HTTP. ilable under the 500 grap! 2 Notebook.
L]
Parcals by ParcelTxnType Parcels by SiteNumber 500 error transactions over time
@ i % : 83160 ||
.0 13501
QoY 43075
o1
a o2 e
LAk £ 31108770
. % 33996
@ Tn
(0] 61881
22835
o
31133280
] 63709 [ I |
e 20 40 60 80
Count
Drill down to errors here [7.
A Unsuccessful parcels
On the left, the top. of
o 29652
o 16724 timestamp 2 v ParcelTxnType = v Parcelld & v SiteNumber < v | AgentEmailAddress * v ErrorText & v
» 42897
o 13664 25/07/2624, 16:48:00 3 87VYS3571264A028 64460 brackla@retail.afblakemore.com
o 31190868
. :“z 25/07/2024, 16:48:00 3 87VY83571264A028 64460 brackla@retail.afblakemore.com
* 83
: ::‘: 25/07/2024, 16:48:03 1 MD00GO0546086927 51557 benginbiyan@hotmail.com
o 3183585
25/07/2024, 16:48:03 1 MD00EO0O546086927 51557 benginbiyan@hotmail.com
[@  RegalParcel Courler Orders : <> 23 Share + @ v lastzhours v C ~ O @&
Delayed Parcel Alert ©®  Delayed Parcel @®  Orders Placed Orders Delivered @©  Orders Outstanding ©  Completed Orders ©  Failed Delivery @  Lost Orders
Orders placed over time @ % lost overs over time ©  Lost Orders Over Time
o am N
80 a8 I}| 20
60 || \\‘ 10
\ \
\ \ i | | [
0| 20 ]
L / \ fw‘] .“| ] ‘}—I B 2024 Apri Jull oa 1
(| 4 \ | \ " | Result time series Analysis status +
\a \L, | AR A BRI, . AL lys|
ol N gy’ ¥ ' TN Trew T\ B preview
oct18 Oct19 Oct 24 Sep29 Oct6 0ct13 Oct 20
Successful s Failed Delivery @ Falled Delivery Forecast
500 ~ * success
[ S - .
4e0 [ f N \ 0



What: Payment Reconciliation

Who: All (focus on payment providers

How:

- Often from deep trace data,
but could be from logs, events
etc.

* Payment/Invoice ID matching

0 compare instructed and
ed amounts.

4 Dashboards  + Dashboard

[  Reconciliation

CustomerName

69 selected v

Total count of payments per Branch

count()

Ordered Payments

orderingCustomerName + v
ABC International Bank plc
AIB Group (UK) plc

ANZ Bank (Europe) Limited
Ahli United Bank (UK) plc

Al Rayan Bank plc

Alliance Trust Savings Limited
Allica Bank

Alpha Bank London Limited
Atom Bank plc

Axis Bank UK Limited

Payments Between Banks

orderingC 4w

lra

& @ Share

Total $ amount per Branch
20M

Aus.
Bah

Can

10M

creditvolume

]
Chi . B T

branchCode

Payments_Ordered & v

[ N TV N v TR T )

ABC International Bank plc
ABC International Bank plc
AIB Group (UK) plc

ANZ Bank (Europe) Limited
ANZ Bank (Europe) Limited
Ahli United Bank (UK) plc
Ahli United Bank (UK) plc
Ahli United Bank (UK) plc
Al Rayan Bank plc

Alliance Trust Savings Limited

Total Instructed Amount

orderingCustomerName + v
ABC International Bank plc
AIB Group (UK) plc

ANZ Bank (Europe) Limited
Ahli United Bank (UK) plc

Al Rayan Bank plc

Alliance Trust Savings Limited
Allica Bank

Alpha Bank London Limited
Atom Bank plc

Axis Bank UK Limited

Mismatch Transaction Count

MisMatched

2

% v Payment_Count + v  beneficiaryCustomerName & v
879,580.00
799,257.00
628,016.00
185,677.00
536,937.00

1 Bank Sepah International plc

1

1

1

1
656,305.00 1 Alliance Trust Savings Limited

1

1

1

1

Bank of London and The Middle East plc
Bank of Cyprus UK Limited
Brown Shipley & Co Limited

J.P.Morgan Securities plc

717,705.00
982,477.00
509,696.00
131,377.00

Bank of Scotland plc
HBL Bank UK

Kingdom Bank Ltd

Ahli United Bank (UK) plc

Totallnstructed + v
1,678,837.00
628,016.00
722,614.00
2,356,487.00
509,696.00
928,480.00
1,701,695.00
753,326.00
213,080.00
858,621.00

Mismatch Transactions
orderingCustomerName + v | beneficiaryCust.. & v

Bank of Cyprus UK Limited
Bank of London, The

Bank of the Philippine ...
BMCE Bank Internatio..

632,699.00
392,798.00

632,572.00
391,881.00

e branchCode

Received Payments

beneficiaryCustomerName ¢ v
ADIB (UK) Ltd

Ahli United Bank (UK) plc
Alliance Trust Savings Limited
Allica Bank

Alpha Bank London Limited
Arbuthnot Latham & Co Limited
Atom Bank plc

BIRA Bank Ltd

BMCE Bank International plc
Bank Mandiri (Europe) Limited

International Payments

orderingCustomerName ¢ v

ANZ Bank (Europe) Limited

Ahli United Bank (UK) plc

Allica Bank

Axis Bank UK Limited

BIRA Bank Ltd

Bank of Baroda (UK) Ltd

Bank of London and The Middle East plc
CIBC World Markets plc

ClearBank Ltd

Credit Suisse International

Payments by Branch Codes

Total $ payments across all Branches

Aus
Bah
Can
Chi
Gp

beneficiaryCustomerName & v
Brown Shipley & Co Limited

HBL Bank UK

Crown Agents Bank Limited
Hampshire Trust Bank Plc
Clydesdale Bank plc

J.P. Morgan Europe Limited

Lloyds Bank Private Banking Limited
Charter Court Financial Services Limited
Bank of India UK

Bank of Ireland (UK) Plc

orderingCustomerName ¢ v | branchCode & v

ABC International Bank plc Bah
AIB Group (UK) plc Rep
ANZ Bank (Europe) Limited  Aus
Ahli United Bank (UK) plc Bah
Al Rayan Bank plc Qat
Alliance Trust Savings Limited | Sco
Allica Bank Eng
Alpha Bank London Limited  Gre
Atom Bank plc Eng
Axis Bank UK Limited Ind

12700 null nuli
917.00 null nuli

instructedAmount ¢ v  settledAmount + v  Difference 3 v  debitAccountNo + v  creditAccountNo + v details + v

null

null

totalBranchpayments

55M

internationalPayment + v

true
true
true
true
true
true
true
true
true

true

Recieved_Payments = v

settledAmount 3
185,677.0
982,4770
801,123.0
858,621.0
152,404.0
755,075.0
134,466.0
357,646.0
998,260.0
611,588.0

Payment_Count % ~



Card Provider Overview

Card Type - Last 7 days [c] Amount Spent Last 7 Days [c]
20k ® American Express ® Visa
® Mastercard o ® Mastercard
® Visa @® American Express
15k
15M
§ 10k %
g g 1M
What: Card Provider Insight
at: Card Provider Insights : .
0 ]
American Express Mastercard Mastercard American Express
ccProvider ccProvider
Visa Spend Prediction e]
L]
Who: All (who take card payments)
15 Aug 16 Aug 17 Aug 18 Aug 19 Aug 20 Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug
Mastercard Spend Prediction e]
How:
.
- Often from trace data, but
]
Amex Spend Prediction e]
could be from logs, events etc.
+ Payment transactions and | ‘
15 Aug 16 Aug 17 Aug 18 Aug 19 Aug 20 Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug

l . b d . d American Express - Potential Gain when hitting transaction threshold ® Shows potential gain in USD if hitting daily threshold amount of 14@0 transactions, which makes that
. . particular days AMEX fee go from 3% of transaction, to 1% of transaction

I I Ount Sp It y Car prOVI er. Potential Gain last 7 days

211.68Kuss

Visa - Potential Gain when hitting transaction threshold © Shows potential gain in USD if hitting daily threshold amount of 2800 transactions, which makes that

particular days Visa fee go from 2% of transaction, to 1% of transaction

Potential Gain last 7 days

180.15kuss

Mastercard - Potential Gain when hitting transaction threshold ® Shows potential gain in USD if hitting daily threshold amount of 2880 transactions, which makes that

particular days Mastercard fee go from 2% of transaction, to 1.5% of transaction

Potential Gain last 7 days

90.11kuss




WHY

was this
impactful to
Vitality?

WHAT

was the key
Business
process?

HOW

did they
achieve this?

| Pro-active servicing powered by Dynatrace

customers retained months to 3 weeks

65% reduction in ?200k Sa‘llgg per year Q Time to integrate ;Nith X
customer churn ( or every Q new partners cut from

encouraging exercise and rewarding it with points. our customers before they've even realized they've had a

problem has also created a phenomenal impact in
> These points can then be exchanged for rewards. customer retention.”

» Not getting awarded these points is a big customer frustration, so
Vitality partnered with Dynatrace to intelligently solve this problem.

& — A — 2 —d)

Customer support
pro-actively
reaches out to the
customer

David Priestley, Chief Digital Officer

Customer goes for Activity fails to Dynatrace identifies
a run and records provide the customer the issue, support
the activity with “points” teams are notified
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